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Abstract

One of biggest concerns of big data is privacy, especially, in the processing of big data publishing or data mining. However,
the study on big data privacy is still at a very early stage. The preliminary knowledge about the definition of roles and
operations of privacy system were introduced. The mathematical description and measurement metrics of privacy study
was given. The models of privacy preserving were analyzed, including k-anonymity and differential privacy. The current
situation of privacy preserving in big data age was reviewed, especially, the privacy preserving based location-based
services and its applications were summarized. The challenges and opportunities in the age of big data were summarized.
The directions to improve the existing privacy protection methods satisfying the unprecedented computational

requirements of big data were pointed out.
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B BRI G I NN R IR 2 — R
KENVIEIREL, A0 oy | AR K
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P FHE R AT B SR AT E B 2R

B FACRAF R G AR AR IR AE LA T 34

NGIESE S
o JFIAIRA (raw status) : F8ECHRAY
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Horp, E[<1F R XY BCA A0 i 1
HAE,
WRAGEE TN ESE (mutual

R HERDAGEERKRGT RO

BHRID TAE Cob) il RS (age) R
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Jig (entropy) . ‘P EHEFE (mutual
information) | Z&F@ . SFRAFEERENT
AR ERAR T R G E BRI BR A E & fR
R R o i S AR B A K BRAA
VR, P AR AT RRRA R O R
RO T B it e T s AT O ¥, B AL
i i PR B XU B (i 42 A T S 4
Y578 REFEFME D OV SR EREL
— M BRFAERIT R ST o B AR AT LA IR
— AR, = (3) fraR.
optimize F
s.t. D=D,
L<L, (3)
WHH & B kA, B XA K
X'={X, X}, X AR , — B
=, \Rikxcx, WiHFEmEREFSIXxh s

Pr{X =x, X"'=y]1b

2017051-5



50

BIG DATA RESEARCH K48

XHNRZASHTR . g T 3 B A XY
BIIRXH T SRR, IR AL AR 2R e
TR BT B G: YX!, SR
VERIXS R, el =5 1 HAR T Hif ik o 28U
T (3) W]

3.2 [BFAMRIPRYEFIREY

3.21 -EZER

MachanavajjhalaZi A Xfk—-[E%
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—et,x<0
24
(6)
X2 (6) Ry Laplace /At Fr R 47,
B EFAE K%L (cumulative distribution
function, CDF) , @it (7) fizm.

X

) 1—le7,x>o
Fo)= [ f(u)du=

—et,x<0
2
_A
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x5 FNAEDEH Laplace ME#IT—RITHEENER

Al JEh v FEMLALp WA, A=Af/e=1/In3 M x AT AL

LR 16 0.754 807 93 0.910 239 227 0.648 605 733 491 16.648 605 733 5
g 8 0.876 941 22 1.276 106 244 03 9.276 106 244 03
WL 10 0.411 761 98 -0.176 734 439 922 9.823 265 560 08

x6 FAEDRM Laplace NFH#TH—RITHEWNER

=uil JEERTTEL BENLELp MR R, A=Af7e=1/In2 W5 x HEn %L

LAY 16 0.770 981 6 1.442 695 040 8 1.126 464 555 12 17.126 464 555 1
S5 8 0.872 567 94 1.972 199 839 02 9.972 199 839 02
T 10 0.892 972 47 2.223 946 209 72 12.223 946 209 7

EN4 ZE4r BRFRAFEEOILE T AL
FGHIB N RN EARED, B e BUE
wEQ, QiEwMEHI ., f(D,w) 1557 K%L

(score function), Af FKJYIH T+
(scaling factor) , T FRACRI 3
&, HAEEf.(D,0) UK K, e T
A A H %G LDLIE T
exp =L Oty sk st et o,
FRINE G T e — 224 BaALERA, =X (10)
FiRe

Pr{w is selected]=nxexp($) (10)
S R BUREA S AT A (1)

L, Hipl, D2 ARSI .

Af, = max

: D1,D2,0'cQ

f(@)~ f (@)

D1 p2 |y
LU 2R 22 43 B RA $i8 ZL AL /Y — 4151
Fo BRANFE RS —17 KT IH TR, ik

(11)

PEHIR B H N Q={Soccer,Volleyball,
Basketball, Badminton}, P13k 2 558
i # BE o E WA R I H N e 2RI E
L CRAE T SR o R W 2 e — 22 4 BR AL OR
BR, B AR E T E #9175 BN S
fEE, AMEA T AR ARE I H 15 5
BAE G5 RS E, 2 AR FHLEURE
Af =1, FZIRE 3 RS ENUE], L4 ES
AL OLT, TR AR T LI H ik
FRRRESRS, TRl I AR ARSI H A B
TR, IR,

4 B ERRSSHIR T MR R R

ol M | 428 45 . 7~ vF B4 T
SLERB R R, AT
R4 (locate—based service, LBS)

FAY R G377 ] B A A 7 B, ol oy Tl B

®7 FNBEDRAEENFIRE

BB Pr( - ] (ZE3 BT T HORTHI S5 R)

T He e I, (BRI =0 =01 =1
n=0.25 n=0.094 6 n=2.83E-8
Soccer 30 0.25 0.424 0 0.092 513
Volleyball 25 0.25 0.330 2 0.007 594
Basketball 8 0.25 0.141 1 0.000 002
Badminton 2 0.25 0.104 5 0
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FILBSH LI BRI S fd 5 R AT T
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SENUSUR ST LBSIE B A 7O 8, 43
BT HEE T FILBS B FAGR AP 4 AR K2 & 4
Fro BREFZESE N9 ZE T LBS B RALR I 56
BEA, LBSERRACRIT R G454, FF RS
AR FE T7 ] o 225 SCR[ 20107
PR LA LRAP I 98 2 2 T RRER A A A2, #2
HUT RS R B N SR K NN ) 5 ¥, 1% 77
TR DL BEAS A R S A Al A, R B
T R P SR R A
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FA P B B FAR IR, SEE R P K AR >%
TR A PR A 0 o T 5K T ] % R 1) B RA R
TR ARE R, CRIPALE AT KT Rk
55 anim L FAC B, SEURITAL BT
HTHE S B R0 R 5 2 ) A 4 6 3 57 ]
W, 22 CHR21, 2214 N R A i ) 2
WA P 5 2 R A T e e ] 4 JEVARL,

SEINAL A IR S5 e A AL .
3k S N 1290 I 28 40 A R A B B AL O
TRETAESS, B HE I SO A A v
B AR, IF 8 i ORI IZ R R HE B

e SXSF R 2R FR ) 9 B A R T R T
FE BT S R AR IR AN AL, FF e H4L
PR 22 I R B 11 T BT R B LR R
sk, KRig#dm 7R S 7. 23530
MR B SR R G A 23 T LBS BR3¢

HWE, LBSEAAPR TR GE45 4 . LBSE
FCRIP L B AR, FEEEGH Bk A 4 A 25 b
LBSEEAERIFHIAR  EELBSERR L
AREGTERE VAl , (H3AT W R T B IR 55
HIBERAGR I BRI SR AR

5 REURERSFAMRIPATHHR SIS

5.1 FRFARRZRIBEK

KA 2 255 AR 22T i 8T Y
THREIRET, T B RA PRI S L FR AR L E
BT, A7 R B LR A B 52 R A7 AR 1
Z S Pk

o [SFARE Enll, PR & — WA
&, CRIEARF P NI AR AR
A, R M DO H s ORI B, e B
AR BRI, AT B AR TS,
T AR A S RO B T T IR 58 o

o [HRALRITHERICHESL A, HEl A
HAHZRIETT B2 4 B RAGR A H S HE SR,
(B H T EU R SR PR AL LR Ty ¥ (Ank—FE#
&) FEAE BRI, HATAESEhRN R 2
43 B RAER AP, AR EHE IR BB A5 A7 52 HH 3T
BB AT I M O B AT 5T B S ZE A, B
A=k

o [ERACRITAE LTI B, HIi A
E B — LEATL P 5 W AL 18K R 508 e I
BLE SR AR, (0 REE L [
KA PR, BT AT S s
FaLrAr 2 — ki

o HmIFH FMM., HaTa H W
Be L LR 477 55 v JU P40 2 T [ A1 A4 A B

(homogeneous data) [, ZRMELT 2 2
HRE ISR, AESERR b R R R YR
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31 77 2 Ak T S R R A S AR ROk
APk

2017051-9



54

BIG DATA RESEARCH K48

@

http://www.
sciencemag.org/
custom—publishing/
collections/advan—
cescomputational—

psychophysiology

2017051-10

o [ERLCRI LR . X TR e
KHIRE S, B2 a5
R — N EREA R,

5.2 AYEHRBNEEHES R

ATCATR L, AR SR AT/ E 2 HE ATy
B RARR 37 T3 35, DA 2 KBRS A A
HIRTET ARG IR K, FE, BT R
PRAPREZR B HLE AT I . ARSI TH Y
W57 AR AT—E R BT 5, [EAFFRAL PRI
IR T BN A A I HEA T 0T 5

(D) BRI E IR

BT R HUBOR T TSR
BEFIMEAREL GRS I THAE
FALHE T IHEBIIhEE. HETINETRAE
B e HN R 2R, (R e T AR
PEERZ eIt AR . Rk
e tH Ay 56T R o SR I RO
B SEBLR AL T AR A AR e g, B
H =5 R 5 P U S 2 B TR 55
&, BT IR ST s BE AR TT 7 AR U | i
52 St S AR R A A R O T AT T 5
£55, Braz SSEANPIE S T XM
MRS, R T HR I AT
Pho BRI, AN IZFEFE AL 5 2 4 AU R
i, WROZFE R AU R
R

(2) Bt BABAR G S R 29080
WS HEAT SRR

ALER T HRAR 5SR-S
PR TR T R A A, T HIX 2T AR
WA ZBAS BIAH I AR A AN S R, Bl an
R L8 AT L Y T S0 3 AR T 22 X8 A
HIBTFE @

(3) JFRF B AL LRI HESE

F TR R ARG 5 1 (ank—Pa
) BA—ERSL M, Z7 R CRITHESE
BA B (EERTE 5 2 AR

R (Gl Wik | AT
SR R R T R ) 2 4 ) A
= R T, G, A S —R
BN 22 R BLS A g o B AT B FACR AP A
FEHFAATAL, W A BRI S AR 2
# (fuzzy logic) . AT MRUANE 7 41611

42718 (game theory) 9%,

SE k.

(11 skAEF, FNEER, oKkEGTT, &5 Sl L A%y

AESAT R RERIZII]. P EV A4
i, 2014, 10(6): 36-43.
ZHANG H P, SUN M S, ZHANG R Q, et al.
Micro—blog blogger's characteristics
and behavior big data mining[J].
Communications of the CCF, 2014, 10(6):
36—43.

(2] AR, FR/NEE. Hd =222 43 R ARA IR AP
PP R LA I, 2014, 10(6): 44-51.
ZHANG J, XIAO X K. Differential
privacy protection based on data sharel[J].
Communications of the CCF, 2014, 10(6): 44-51.

(3] XUBRME, SKBemt, WiV, . KREURE IR

MABRRESI). WA R S AR, 2015,
52(1): 229-247.
LIU Y H, ZHANG T Y, JIN X L, et al.
Personal privacy protection in the era of
big data[J]. Journal of Computer Research
and Development, 2015, 52(1): 229-247.

(4] FHk, FRaZ, @i, . BEITEERRERE

NS SRS AT T]. KE R, 2015(2):
2015021.
DONG C, LIN L, JIN H, et al. Big data
in healthcare: applications and system
analytics[J]. Big Data Research, 2015(2):
2015021.

(5] ArHEE:, G/, #OEEE, & DT RRH
PHEOFRZE | R IR T]. BReA (R B
&, 2014, 35(6): 9-12.

YU G P, BAO X Y, HUANG X T, et al.
Medical and health big data: types,

characteristics and relevant issues[J].



TOPIC €&

55

Journal of Medical Intelligence, 2014,
35(6): 9-12.

(6] XA, Fik, HbeE. e M EE kAR

RERPECRZER ], FfFaadl, 2014, 25(3):
576—590.
LIU X Y, WANG B, YANG X C. Survey
on privacy preserving techniques for
publishing social network data[J]. Journal
of Software, 2014, 25(3): 576-590.

[7]1 HES, RR¥E, LWl 2500 By R H
UL WEHLEEHE, 2014, 37(1): 101-122.
XIONG P, ZHU T Q, WANG X F. A survey
on differential privacy and applications[J].
Chinese Journal of Computers, 2014,
37(1): 101-122.

(8] KNS, F/INEe. T FIEC AR A3HT 22 73 B
FAGRAI]. LML, 2014, 37(4): 927-949.
ZHANG X J, MENG X F. Differential
privacy in data publication and analysis[J].
Chinese Journal of Computers, 2014,
37(4): 927-949.

[99 YU S. Big privacy: challenges and

opportunities of privacy study in the age

of big data[lJ]. IEEE Access, 2016(4):

2752-2763.

AR, T2k, RN, & RBRARIIE

SURARIR N HOE B TT ). BReA R, 2016,

27(8): 1891-1903.

PENG C G, DING H F, ZHU Y J, et al.

Information entropy models and privacy

=
2

metrics methods for privacy protection[J].
Journal of Software, 2016, 27(8): 1891-1903.

[11] DWORK C. Differential privacy[C]//
The 33rd International Colloquium on
Automata, Languages and Programming,
July 10-14, 2006, Venice, Italy. Venice:
Springer—Verlag, 2006: 1-12.

[12] DWORK C, MCSHERRY F, NISSIM K.
Calibrating noise to sensitivity in private
data analysis[C]// The 3rd Conference
on Theory of Cryptography, March
4=7, 2006, New York, USA. New York:
Springer, 2006: 265-284.

[13] MCSHERRY F, TALWAR K. Mechanism
design via differential privacy[C]//
The 48th Annual IEEE Symposium on

Foundations of Computer Science, October
21-23, 2007, Providence, USA. New
Jersey: IEEE Press, 2007: 94-103.

[14] BERESFORD A R, STAJANO F. Location
privacy in pervasive computing[J]. IEEE
Pervasive Computing, 2003, 2(1): 46—55.

[15] GHINITA G. Private queries and trajectory
anonymization: a dual perspective on
location privacy[J]. IEEE Transaction on
Data Privacy, 2009, 2(1): 3—-19.

[16 KRUMM J. A survey of computational
location privacy[J]. Personal and Ubiquitous
Computing, 2009, 13(6): 391-399.

[171 HUO Z. A survey of trajectory privacy
preserving techniques[J]. Chinese Journal
of Computers, 2011, 34(10): 1820-1830.

[I8] SHIN K G, JU X, CHEN Z, et al.
Privacy protection for users of location—
based services[J]. IEEE Wireless
Communications, 2012, 19(1): 30-39.

[19] K%, MR/ NP, ARLEAR. (78 IR S5 BRRL R A it
FEEEIRT]. B4R, 2015, 26(9): 2373-2395.
ZHANG X J, GUI X L, WU Z D. Privacy
preservation for location—based services:
a survey[J]. Journal of Software, 2015,
26(9): 2373-2395.

[20] G R, S, MG, B EREE T R
LBS{7 & A ME SZK NN i 7 ik U], 115
WUfFse 5K i, 2015, 52(11): 2628-2644.
ZHOU C L, MA C G, YANG S T. Location
privacy—preserving method for lbs
continuous knn query in road networks[J].
Journal of Computer Research and
Development, 2015, 52(11): 2628-2644.

[21] RELIR, BRo, g, S e i i 1 1 i

W B RACR I kT AR EL 3 J7 R (). TSR,
2015, 38(4): 884-896.
NI W W, CHEN X, MA Z X. Location
privacy preserving k nearest neighbor
query method on road network in presence
of user's preference[J]. Chinese Journal of
Computers, 2015, 38(4): 884—-896.

[22] A&, BRI, PRIP (A7 B R 4B 2 i ke
WA T FET]. B4, 2016, 27(7):
1805-1821.

NI W W, CHEN X. User privacy preference

2017051-11



56 BIG DATA RESEARCH K48

support in location privacy—preserving
nearest neighbor query[J]. Journal of
Software, 2016, 27(7): 1805-1821.

(23] T3, /NG, (7B R B A LRI 58 4%
W) BrE£4R, 2014, 25(4): 693-712.
WANG L, MENG X F. Location privacy
preservation in big data era: a survey[J].
Journal of Software, 2014, 25(4): 693-712.

24GOTTESMAN D, CHUANG I L.
Demonstrating the viability of universal
quantum computation using teleportation

and single—qubit operations[J]. Nature,

1E&E 't

1999, 402(6760): 390-393.

[25] BARZ S, KASHEFI E, BROADBENT A,
et al. Demonstration of blind quantum
computing[J]. Science, 2012, 335(6066):
303-308.

[26] B, iR, B, & — DT

B RAREI B TL)]. HRLAER, 2016,
39(3): 615—-627.
ZHANG Y X, HE J S, ZHAO B, et al. A
privacy protection model base on game
theory[J]. Chinese Journal of Computers,
2016, 39(3): 615-627.

BREH .

|

WS HER: 2017-07-30
EEWE: EREAFERESERIINE (No.61572034, No.61402012)

HREE(1970-) , 5B, i, LR TR AT RN A 5T RSABEEEE, BEBITT NS 5% 4,

BT (1994-) , 5, B0 TARATHRENUR A S TR ABEIE A4, EERTFETT R BRARL RS

WA (1974-) , B, @+, R0 TR BHUR 2 5TRRABERIEE, LEITE T AR RARR A

Foundation Items: The National Natural Science Foundation of China (No.61572034, No.61402012)

2017051-12



	05-¹$Û
	OLE_LINK9
	OLE_LINK11
	OLE_LINK14
	OLE_LINK16
	OLE_LINK25
	OLE_LINK48
	OLE_LINK49
	OLE_LINK50
	OLE_LINK53
	OLE_LINK54
	OLE_LINK51
	OLE_LINK52
	OLE_LINK55
	OLE_LINK56
	OLE_LINK58
	OLE_LINK72
	OLE_LINK73
	OLE_LINK74
	OLE_LINK79
	OLE_LINK80
	OLE_LINK83
	_GoBack
	OLE_LINK84
	OLE_LINK86
	OLE_LINK87
	OLE_LINK88
	OLE_LINK21
	OLE_LINK22
	OLE_LINK110
	OLE_LINK112
	OLE_LINK31
	OLE_LINK32
	OLE_LINK17
	OLE_LINK64
	OLE_LINK65
	OLE_LINK23
	OLE_LINK24
	OLE_LINK66
	OLE_LINK67
	OLE_LINK19
	OLE_LINK20
	OLE_LINK68
	OLE_LINK69
	OLE_LINK81
	OLE_LINK82
	OLE_LINK30
	OLE_LINK33
	OLE_LINK85
	OLE_LINK122
	OLE_LINK132
	OLE_LINK134
	OLE_LINK93
	OLE_LINK94
	OLE_LINK40
	OLE_LINK41
	OLE_LINK42
	OLE_LINK103
	OLE_LINK111
	OLE_LINK75
	OLE_LINK76
	OLE_LINK43
	OLE_LINK47
	OLE_LINK123
	OLE_LINK124
	OLE_LINK45
	OLE_LINK46
	OLE_LINK1
	OLE_LINK4
	OLE_LINK5
	OLE_LINK6


